
 

 

STATEMENT OF COMPLIANCE 
We, OMRON Healthcare Co., Ltd, as manufacturer, hereby declare, that the products covered in 
Appendix A of this document are in conformance with the applicable security requirements in 
Schedule 1 and 2 of The Product Security and Telecommunications Infrastructure (Security 
Requirements for Relevant Connectable Products) Regulations 2023 (“Security Requirements”). 

Password 
Password policy for OMRON Connect: 

1. Password Length: The user’s password must be between 8 and 20 characters long. 

2. Character Requirements: Your password must contain at least one of each of the 
following: 

• One number (0-9) 

• One uppercase letter (A-Z) 

• One lowercase letter (a-z) 

• One special character (such as!”#$%&’()+,-./:;?@[\]^_{}|~) 

The user is recommended to choose a password that is unique, not easily guessable, and not 
based on personal information. Avoid using common words or phrases. 

 

Vulnerability disclosure 
At OMRON, we are committed to ensuring the security and privacy of our users' data. We 
recognize the importance of collaboration with security researchers and members of the 
community to identify and address potential vulnerabilities. 

If you believe you have discovered a security vulnerability within OMRON Connect or any of our 
associated services, we encourage you to report it to us promptly via Contact | OMRON Global. 
Your cooperation helps us maintain the integrity of our platform and protect our users. 

 

Updates 
At OMRON, we prioritize the security and privacy of our users' data. To ensure that our platform 
remains secure and resilient against emerging threats, we are committed to providing regular 
security updates for Omron Connect(5 Years (Until 31/12/2029)). These updates will include 
patches, enhancements, and measures to address any identified vulnerabilities or security 
concerns. 

  

https://www.omron.com/global/en/inquiry/




 

 

Appendix A: 
Product type: Model: Manufacturers Name: 

Upper Arm Blood Pressure 
monitors 

HEM-7600T-E OMRON Healthcare Co., Ltd 

HEM-7361T-EBK/ESL and OMRON Healthcare Co., Ltd 

HEM-7381T1-EBK/EOSL OMRON Healthcare Co., Ltd 

HEM-7155T-EBK/ESL OMRON Healthcare Co., Ltd 

HEM-7143T1-EBK /HEM -
7143T2-ESL 

OMRON Healthcare Co., Ltd 

HEM-7146T2-EBK/ESL OMRON Healthcare Co., Ltd 

HEM-7280T-E OMRON Healthcare Co., Ltd 

HEM-7361T-D OMRON Healthcare Co., Ltd 

HEM-7155T-D OMRON Healthcare Co., Ltd 

HEM-7143T1-D OMRON Healthcare Co., Ltd 

HEM-7361T-BS OMRON Healthcare Co., Ltd 

Wrist Blood Pressure monitors 

HEM-9601T-E3 OMRON Healthcare Co., Ltd 

HEM6232T-E/D OMRON Healthcare Co., Ltd 

HEM-6161T-E/D OMRON Healthcare Co., Ltd 

OMRON Complete HEM-7530T-E3 OMRON Healthcare Co., Ltd 

Scales 
HBF-222T-EBK OMRON Healthcare Co., Ltd 

HN-300T2-EBK/EGY OMRON Healthcare Co., Ltd 

HeartGuide HEM-6411-MAE OMRON Healthcare Co., Ltd 

Smart Thermometer Eco Temp 
Intelli IT 

MC-280B OMRON Healthcare Co., Ltd 

Oxymeter P300 Intelli I HPO-300T OMRON Healthcare Co., Ltd 
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